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MCL-Mobility Platform 1.4 Release Notes

Update History

Version Release Date Scope
1.4.18 25.01.2026 |  ===e-
1.4.17 09.07.2025 |  =m---
1.4.16 01.06.2025 |  ==---
Authentication Service
Deployment Management
14,10 27.05.2024 Configuration Management
MCL-Mobility Platform User Interface
MCL-Mobility Platform Services Management
1.4.14 23.04.2024 Mobile Device Management Service
1.4.13 29.01.2024 User Management
Authentication Service
Login/URL Access
1.4.12-2023-10-01 01.10.2023 Dashboard Service
Reporting Service
MCL-Mobility Platform User Interface
User Management
Login/URL Access
1.4.12-2023-09-12 12.09.2023 MCL-Mobility Platform User Interface
Authentication Service
Dashboard Service
1.4.11 02.06.2023 Reporting Service
MCL-Mobility Platform User Interface
Login/URL Access
Back-end Management
1.4.10 29.04.2023 User Management

Operator Management
Authentication Service
Dashboard Service
Metrics Service
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Reporting Service
1.4.9 s MCL-Mobility Platform User Interface

Business Analytics Service
1.4.8 08.10.2021 Messagebox Service
Authentication Service

MCL-Mobility Platform User Interface

Mobile Device Management Service

1.4.7 03.08.2021 Staging Service

Device Core Sync Service
Licensing Service

Profiles Service
1.4.6 30.06.2021 Business Analytics Service
MCL-Mobility Platform User Interface

1.4.5 20.09.2020 |  =mee-
1.4.4 30.05.2020 |  =mee-
1.4.3 19.04.2020 | ===
1.4.2 24.03.2020 |  =mee-
1.4.1 03.02.2019 |  =mee-
1.4.0 21.06.2018 | -=---
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MCL-Mobility Platform 1.4.18 Release

Enhancements

e Counter Management: Now, only Account Administrators can purge Counter data.
e Counter Management: Interface Improvements in the Counter's main and details pages.
e Dashboard Management: Interface Improvements in the Dashboard's details page.

e Development Stations Management: Interface Improvements in the Development Station's
main and details pages.

e Messagebox Service: Refactoring of Back-end API authentication for the Messagebox service.

e Messagebox Service: Added Technical Burst Protection for Back-end User APIs to prevent
abusive usage and inadequate Client Server implementations.

e Messagebox Management: Now, it is possible to define an expiration date for a topic,
regardless of type.

e Reporting Management: Interface Improvements in the Reporting's main page.

e System: Improvements in the handling of unauthorized access/access by unknown entities.
Now, those cases lead to an Error page where the user will be redirected to the Home page
or the Login page (if the session has expired).

e System: Now, the Site Dashboard includes Counter and Development Station related actions
in the "Last Activities" section (ex: A Purge Counter action).

e System: Enforced Input Validation to prevent the use of forbidden characters when naming
new Configurations.

e Other Minor Enhancements
Bug Fixes

e Counter Management: Fixed issue affecting Metric Data Retrieval - there was no data
available for "Day" or "Week" aggregations associated to Summer Daylight Saving Time
periods.

e Counter Management: Fixed issues that affected the proper behavior of options in the Inspect
Data pop-up window.

e Dashboard Management: Fixed an issue that prevented the Save action of a Dashboard when
there was another Dashboard placed in the "Bin" area with the same name.

e Dashboard Management: Fixed an issue that prevented the “Save as” option of a Dashboard
from working properly.

e Dashboard Management: Fixed an issue that prevented the correction of broken links in
Dashboards when renaming a Counter.

e Deployment Management: Fixed an issue that prevented the correct display of Device Groups
during the creation of a Deployment Plan.

Back to Update History
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e Development Stations Management: Fixed issue, at Site level, that would create an incorrect
listing of the available Development Stations.

¢ GUI: Fixed issue that prevented Dashboard Sorting from working properly when changing
Views (big grid/grid/list).

e Messagebox Management: Fixed an issue that directed a platform user to an invalid page
when he attempted to access the "Messagebox" sub-module after being logged out.

e Messagebox Management: Fixed an issue that prevented the use of the name of an expired
topic.

e Reporting Service: Fixed an issue that led to missing data in the exported reports (ex:
missing data from a Device List export).

e System: Fixed issues that prevented the proper handling of wrong URLs - the flow is
redirected to the correct “Page not Found” page again.

e User Profile Management: Fixed an issue that led to the display of the error message "Name
is already used", without cause, when creating a User Profile.

e Other Minor Bug Fixes.

MCL-Mobility Platform 1.4.17 Release

Enhancements

eOperator Profile Management: Now, it is also possible to use the operator’s
Reference/External Reference (info provided by MCL Operator Login App) to log in/out
to/from the MCL-Mobility Platform account.

Bug Fixes
e Deployment Management: Fixed issue affecting the counting of the active devices targeted
by a specific Deployment.

e Deployment Management: Fixed issue that affected the New Deployment Plan wizard -
although the configuration to deploy was defined for non-generic devices, the wizard would
wrongly allow the choice of generic device groups as deployment targets.

e System: Fixed issue that prevented the proper display of Device Type data in the Site
Dashboard’s “"Control Panel” section.

e Other Minor Bug Fixes.

Back to Update History
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MCL-Mobility Platform 1.4.16 Release

Enhancements

e Configuration Management: All the active Configurations that target a Device Group can now
be viewed in its details page.
This can be very useful in the case of a device group with a wildcard definition of the device
model/0S. The list includes all the active configurations that are compatible with each of the
device models /OS included in that device group.

eDevice Management: Performance and Robustness improvements applied to Device
Synchronization with MCL-Mobility Platform.

e Map/Location Resources: The provided Location information regarding sites and devices (ex:
the map included in the “Location” tab of a device’s details page) now uses the latest version
of Google Maps APIs.

Bug Fixes

e Device Group Management: Fixed issue in the deployment of configurations targeting Device
Groups without a specific device model that prevented the proper simultaneous deployment
of the active configurations compatible with each device model.

e File Management: Revised internal Temporary File Management operations to prevent upload
issues.

eDevice Management: Revised management of deleted devices within the Device
Synchronization loop.

e Device Management - Fixed issue affecting the timely implementation of Device Status
alterations. Now, a Device Status change, implemented at MCL-Mobility Platform level, is
almost immediately reflected in the corresponding device’s status (when said device is
online).

e Back-end Management: Removed an Error message that would be displayed when a Back-
end was successfully created.

e Other Minor Bug Fixes.

MCL-Mobility Platform 1.4.15 Release

Enhancements

e Authentication Management: Now, when the system renews the token of a logged-in user it
also checks if that user’s validity period for accessing MCL-Mobility Platform has expired or
not.

e Configuration Management: A warning message was added to the configuration details page
to inform when the included firmware is no longer supported.

Back to Update History
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e Operator Management: New Back-end API for Operator management (handles Creation,
Update, Delete and Read/List operations).

e Other Minor Enhancements.
Bug Fixes

e Access Rights Management: The checking of IP Restrictions (defined in the Account Setup -
“Settings” tab) that occurs when platform users log in has been re-enabled. This check does
not apply to users with an account administrator role to prevent a complete cut off from the
MCL-Mobility Platform account.

e Counter Management: Fixed issue that prevented the proper counter status display in the
“Counters” page.

e Deployment Management: Fixed issue that, in some cases, prevented the execution of the
latest deployment.

e Site Management: Fixed issue affecting a site’s details page - it would not properly show the
site managers associated to the same qualification as the site.

e User Interface: Fixed issue that prevented a site manager from properly organizing/sorting
sites in the “Site Selection” page.

e Other Minor Bug Fixes.

MCL-Mobility Platform 1.4.14 Release

Enhancements

e Infrastructure: All MCL-Mobility Platform Micro Services are how compatible with MySQL 8+.

e Device Management: Now, it is possible to trigger a refresh of the GPS coordinates when
locating multiple devices in a site via the “View Map” option (in the “Devices” page) - a
“Refresh” button was added to its “"Device Location” pop-up window.

There is also an Auto-Refresh in place for that pop-up window that updates location/GPS
information every few minutes.

e Other Minor Enhancements.
Bug Fixes
e Minor Bug Fixes.

Back to Update History
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MCL-Mobility Platform 1.4.13 Release

Enhancements

e User Management Service: Now, it is possible to define a specific time period for a user to
access the MCL-Mobility Platform account — the user will not be able to log in to the account
outside the defined time frame.

e User Management: Now, there are 2 user types - a Standard User and a Support User. The
Standard User is attributed to users within the organization with regular access to the MCL-
Mobility Platform account. The Support User represents a user that is not part of the
organization but must access the MCL-Mobility Platform account to provide support. The
users already created prior this release have become standard users.

Bug Fixes

e Minor Bug Fixes.

MCL-Mobility Platform 1.4.12-2023-10-01 Release

Enhancements

e Authentication Service: Now, when the external OpenID Connect user authentication
provider returns an authentication error, this is exposed through a common error page. This
allows the user to adapt the current OpenID Connect settings accordingly.

e Authentication Service: The following characters are, now, allowed in OpenID Connect
aliases:
» Alphanumeric

*» Hyphens (-)
*Plus (+)
*Dots (.)

e Authentication Service: Improved authentication validation flow:
= Now, in situations of unauthorized access or access to unknown entities, a redirection to

new error pages has been implemented.
*» These new error pages will redirect the user to the home page he is authorized to access
or to the login page, if his session has expired.

e User Interface: Enhancements adopted by the confirmation pop-up window after a Bulk
Delete operation.

Back to Update History
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Bug Fixes

e Authentication Service: Fixed an issue affecting back-ends associated to a single site - it
was not possible to generate a properly functioning static token for those back-ends.

e Authentication Service: Fixed an issue that prevented the Back-end Token Renewal API from
generating tokens based on the access keys of back-end profiles that are only associated to
one site.

e Authentication Service: Fixed issue that prevented the correct redirecting to the page “Page
Not Found” when an incorrect URL was entered.

e Back-end Management: Fixed issue in the “Back-end Details” page that duplicated sites in
the “Site(s)” drop-down.

e Back-end Management: Fixed issue in the “"Back-end Management” page that prevented the
display of the value “<All sites>" in the “Site” column when the corresponding back-end was
associated to all the account’s sites - the field would be empty.

e Business Analytics Management: Fixed an issue that affected the management of the Share
Dashboard and Share Report links (ex: problems with loading the list of generated links in
the “Share Link: ...” pop-up window).

e User Interface: Fixed an issue that limited the number of rows in the "Open Connect Settings”
page used for the mapping of user role aliases to user profiles.

e User Interface: Fixed issue in the “"User Access” tab of the “User Details” page - the “Activate”
access right associated to the “"Dashboards” sub-module has been attached to the “Send to
the Bin” and “Delete” rights.

¢ Other Minor Bug Fixes.

MCL-Mobility Platform 1.4.12-2023-09-12 Release

New Features

e User Authentication: The OpenID Connect method is, now, supported making it possible to
use external authentication providers to access MCL-Mobility Platform. This method allows
the customer to externally manage the profile of the users that can access MCL-Mobility
Platform. This method is integrated into the MCL-Mobility Platform account in the “Account
Details” page - “Authentication” tab.

Enhancements

e Filebox Management: Performance improvements applied to the Filebox Synchronization
with devices.

Back to Update History
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e Filebox Management: The Filebox Synchronization that forwards files/folders from a back-
end onto devices via Filebox service has been revised. It is no longer possible to synchronize
the following Outbox folders with devices:

» IDEVxxx (target = specific device)

» /OPERXxxx (target = specific logged-in operator)

» /OPERGRPxxx OR any other folder specified by platform user to represent the Operator
Group (target = operator group)

This change does NOT affect the Synchronization with Outbox folders targeting Device
Groups.

e Login: Now, after logging in with the account URL, a multi-site user is redirected to a Site
Selection page with the sites he is associated to so he can select the intended site. If a
single-site user logs in, he will be redirected to his site’s home page.

e Login: Now, when accessing unauthorized pages (ex: when using a wrong URL to log in),
the user is redirected to an error page where he can, then, access the correct /ogin page.

e Login: Now, the account name is added to the subject of all emails related to the Login process.

eLogin: Now, there is a default URL to access your MCL-Mobility Platform account
("https://accountcode.mcl4e.com/signin", with "https://accountcode.mcl4e.com"
as an alias). This default URL will redirect to the login page defined for the account in the
"Authentication" tab of the "Account Details" page.

e The default /ogin page can be "https://accountcode.mcl4e.com/Login" for internal users
and "https://accountcode.mcl4e.com/signin/openid" if the OpenID authentication
method has been implemented.

e Logout: Now, when logging out, the user lands on a logout success page instead of the login
page. A link is provided to go to the /login page, if necessary.

e User Interface: Now, the drop-down filters available in pages listing platform entities (such
as the “User Management” or “Profile Management” page) are linked, meaning, when there
is more than one drop-down filter and you select an option from the first drop-down, the
next drop-down filter will adjust its available options to that previous selection and so on.
(Ex: The “User Management” page includes 3 drop-down filters — “"Qualification”, “Site” and
“Role”. If you select “"Development” in the first filter, the next drop-down will only include
sites with that qualification and the last drop-down will only display the roles that exist on
the selected site.)

e User Interface: Now, the deleting of a listed entity/element (ex: a site associated to a user
in his “"User Details” page) requires confirmation — a “Confirm” button is displayed/must be
clicked to complete the operation.

e User Management: Now, site users can be associated to multiple sites. The site user will be
able to access the sites he is assigned to with the same username + password and
authentication method (if applicable).

The access rights defined for the site user (in his profile) will apply to all the sites he is
associated to.

e User Management: Now, it is possible to manage the various rights available to a custom
user in the “"Dashboards” module (ex: Add, Import, Edit, Share, Delete, etc).

Back to Update History
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eUser Management: In the “User Management” page, the order of the content in the
“Qualification” filter is, now, “Production, “Acceptance”, “Test” and “"Development”.

e User Management: Now, when setting the initial password, a tooltip is presented with the
rules for password creation (ex: maximum number of characters allowed).

e System: Refactoring of multiple sub-modules/options related to User Management, Token
Management and Authentication to accommodate the support for the OpenlD authentication
method.

e System: Other Minor Enhancements.

e Other UI/GUI Enhancements in User Management, Back-end Management, and Login page.
Bug Fixes
e Device Management: Fixed the order in which a device’s OS is presented in the “Device

Model” drop-downs.

e Login: Fixed an issue that prevented the use of the Authenticator App when this MFA method
was not used for more than 7 days.

e Login: Fixed issue that allowed a long password to overlap the Password Hide/Show button
(“eye” button).

e Speech: Fixed an issue that prevented the Voice Logs history created during Remote Control
sessions from ever being deleted. Now, those Voice Logs are deleted after 1 day.

e System: Fixed a performance issue - the pages of accounts with a large number of sites
would take a long time to load.

e User Interface: Fixed an issue in the “"Back-end Management” page that caused the focus of
the selected row to be lost when changing the status of that entity.

e User Interface: Fixed an issue in the “User Management” page that made the “Qualification”
column only show the qualification dictated by the corresponding filter instead of referring
all the qualifications associated to the corresponding users (multi-site users can have more
than one qualification, depending on the sites they are associated to).

e User Management: Fixed an issue in the “"Add Site(s) for Site Manager” pop-up window that
caused the display of an incorrect number of site managers associated to a site.

e Other Minor Bug Fixes.

MCL-Mobility Platform 1.4.11 Release

Enhancements

e Dashboard Management: Now, the Dashboard icon displayed in the "“Dashboard
Management” page changes when the page is set to “"Bin” view to clearly inform the user
that he is viewing dashboards that have been deactivated/moved to the bin.

Back to Update History
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e Dashboard Management: Now, all the possible buttons in the “Dashboard Management
page’s header are visible at all times, but they only become active if a dashboard is selected.
The exception is the “"Add” button which is always active.

e Dashboard Management: Now, when a user without the proper access rights performs an
action in a dashboard, a page opens to warn him about the situation with the message "Not
Authorized".

e Dashboard Management: Now, access to a Dashboard detail requires the READ access right
to the “Counters” module.

e Dashboard Management: The previous “State” filter drop-down, available in the “Dashboard
Management” page, has been renamed as “View” and its “In the Bin” filter has been renamed
“Bin”. The “View” drop-down is now next to the Big Grid/Small Grid/List view buttons.

e Dashboard Management: The Dashboard’s Auto Refresh rate has been set to 60 seconds
instead of the previous 30 seconds.

e Dashboard Management: Now, when hovering a Pie Chart, in a “Live Dashboard”, the
resulting pop-up info always includes the “"Absolute” and “Percentage” values.

e Dashboard Management: Improved reactivity in the display of the result of a Static/Formula
value when editing a widget.

e Dashboard Management: Other Minor Visual Enhancements.

Bug Fixes

e Dashboard Management: Fixed issues that prevented the proper display of widgets within
the Dashboard area.

e Dashboard Management: Fixed issue that prevented the correct display of a newly added
widget in the Preview section.

e Dashboard Management: Fixed issue in the “Dashboard Management” page - the page’s
Header buttons would not become accessible until the full Dashboard List was loaded.

e Dashboard/Reporting Management: Fixed an issue in the ... Management” page that, under
certain circumstances, prevented the “Add” Header button in the “Dashboard Management”
page and the “Edit” Header button in the “Report Management” page from working properly.

e Dashboard Management: Fixed an issue affecting the Auto Refresh for all the Dashboard’s
widgets when in View mode.

e Dashboard Management: Fixed an issue that led to the overwriting of values set in a widget'’s
properties after saving the Dashboard. Ex: In the Text widget, it would affect the value set
for the progress bar’s color.

e Dashboard Management: Revised Dashboard Memory Management with the objective of
improving performance and lowering memory consumption.

e Dashboard Management: Fixed an issue affecting the Data Table widget - there would be an
unsolicited data reload when resizing the Dashboard window.

e Dashboard Management: Now, in the Text widget, when defining an empty value (as the
result of a “Static/Formula” data source), it is displayed as an empty text instead of a "0”.

Back to Update History
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e Reporting Management: Fixed issue affecting the download of Reports.

e Reporting Management: Fixed issue that prevented the correct behaviour of the “Delete”
Header button (available in the “"Report Management” page) which is to become active when
one or more listed entities are selected and become deactivated if no listed entity is selected.

e Reporting Management: Fixed issue that prevented the display of the “"Delete” button in the
“"Report Management” page’s header when a report was selected.

e Other Minor Bug Fixes.

MCL-Mobility Platform 1.4.10 Release

New Features

eLogin: Now, it is possible to activate Two-factor Authentication for MCL-Mobility Platform
users. It combines the use of Basic Authentication login (username & password) with a code
that can be provided by an Authenticator Application installed in the user's mobile phone or
generated by MCL-Mobility Platform and sent to the user via SMS or email.

Enhancements

e Back-end Management: Revised Back-end Sub-module and enhanced Back-end Profiles:

*» The “"Back-end Details” page has been reorganized into 3 tabs — “Service(s)”, “Security
and “Activities”.

*The “Filebox User” role (= virtual user with access to the Filebox Service) is, now,
managed within each back-end profile that includes the Filebox Service, meaning, the
“Filebox User’s” credentials (username & password) are defined within the “Security” tab
of the back-end profile that represents the external back-end authorized to communicate
with the MCL-Mobility Platform account via the Filebox Service.

n”

e Back-end Services: Improved performance of the Dashboard and Metrics Services.

eLogin: Simplified URL - All platform users, regardless of their access rights, will be able to
use the same raw domain - https://<accountcode>.mcl4e.com - to log in. The
redirection to the correct location within the MCL-Mobility Platform account according to the
platform user’s profile is automatic.

There is also a site-specific URL that can be used by account administrators and site
managers (potentially in charge of more than one site) for a direct login:

https:/ /< your Account Number>.mcl4e.com/login?site=< your site's reference

number >.

e Login: Interface changes and a new Login page.

Back to Update History
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e Login: Enhanced Password Setup & Reset - Although the account administrator and/or site
manager is still responsible for creating the necessary user profiles at account/site level,
ONLY a user can set up his own password. This also applies when, for whatever reason, the
account administrator/site manager or the user himself revokes the password. The user his
responsible for managing his own password, the account administrator and/or site manager
does not have access to it.

The Login Password Policy has been revised - it must have a minimum of 8 characters with,
at least, 1 alphabetic and 1 numeric character.

e Operator Management: The format of the CSV file containing the list of operators to import
into a site has been revised.
* Now, this operation supports CSV files with a basic and a more advanced format:

<LoginID>*; <Firstname>; <Lastname>; <Gender:m/f>; <Shorthame>; <ExternalRefer
ence>

OR

<LoginID>*; <Firstname>; <Lastname>; <Gender:m/f>; <Shorthame>; <ExternalRefer
ence>;;<customl>;<custom2>;<custom3>;<custom4>;<custom5>;<pdl>;<pd2>;
<pd3>;<pd4>;<pd5>

(mandatory fields (*)).

e User Management: Revised “Users” sub-module and enhanced User Profiles:

*Now, there are more User roles, each one with specific access rights. The former “Site
User” role has been replaced with more specific roles - “Site Supervisor”, “MDM
Manager”, "“Device Manager”, "“Operator Manager”, "“Deployment Manager”,
“Configuration Manager” and “Custom User.

*» The role "Device Installer” has been removed.

» The “Filebox User” role is, now, managed in the “"Back-ends” module.

*»The “User Details” page now includes a “User Access” tab (where you can define the
platform user’s role and view the corresponding access rights) and a “Security” tab with
options to set up Two-factor Authentication for the user’s login.

*The user profile’s username policy has been revised - the username is defined when
creating the user profile and cannot be edited afterward. It must have a minimum of 4
and maximum of 30 characters. It allows the *-","_", “.” , “@"” and “#" special characters
but not spaces.

*The "Welcome...” box available in the upper-right corner of the “Users” sub-module pages
has been replaced with a button that provides access to the logged in user’s profile and
a link to log out.

= Now, a user can be deleted from within his details page.

»There are interface changes in the "“Users” sub-module to accommodate the
enhancements.

¢ Other Minor Enhancements.
e Back to Update History

15



M

TECHNOLOGIES Release Notes: MCL'MOb///ty Platform 1.4

Bug Fixes

e Account Management: Fixed wrong links contained in the account activation email (received
after a successful account activation).

e Dashboard Management: Fixed Time Period issue affecting the widgets of a Dashboard -
there was a local time interpretation issue within sites that used the “<Default>" Time Period
Profile.

e Subscription Management: Revised Error Management in the “Subscription” sub-module
whenever an add-on is entered instead of a master subscription.

e Other Minor Bug Fixes.

MCL-Mobility Platform 1.4.9 Release

Enhancements

e Reporting Service: Improved Reporting Service.
* A new sub-module called “Reporting” was added to the “Business Analytics” module to

help with Report management - creation, viewing, sharing, etc.

*Now, it is possible to create a report based on report templates which are meant to
provide specific information.

*» The Reporting service is able to retrieve more details for the reports (ex: to return a list
of enabled devices whose battery power level was below a specific percentage during a
specific time period.).

Bug Fixes

¢ Other Minor Bug Fixes.

MCL-Mobility Platform 1.4.8 Release

Enhancements

e Business Analytics Service: Now, there is an API available that allows a Back-end to list the
existing Configurable Values of a Dashboard and, if necessary, to edit the value of those
listed Configurable Values.

e Business Analytics Service: There is a new API available that can be used to feed/send metric
values to the specified Counter from a Back-End.

e Dashboard Management: Several options in the “Properties” tab of Dashboards and Widgets
have been reorganized. Now, sections such as “Styles” or “Colors” are displayed as
accordions - it is possible to collapse/expand these sections as necessary.

Back to Update History
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e Dashboard Management: The Colour management for Dashboards and included Widgets has
been redefined:

*Now, you can define Global Colours in a Dashboard’s “Properties” tab that will be
inherited by its Widgets. The concept of Global Colours includes the Dashboard’s
background, its header background and text as well as certain widget elements (ex:
background, title, captions, etc.) of the Widgets included in that Dashboard.

By default, the Widget inherits element colours from the Dashboard’s Global Colours but,
if required, it is possible to customize the colour of those elements in the Widget’'s own
“Properties”/”Data” tabs.

e Dashboard Management: The Dashboard information regarding Dashboard version, updates,
creation date, etc. that was available at the bottom of its “Properties” tab is, now, accessed
via an Info button next to the dashboard name’s input box.

Bug Fixes

e Dashboard Management: Fixed issue affecting the use of a Configurable Value in Series with
a Counter Data Source - the Configurable Value would not be interpreted correctly by the
Business Analytics Service.

e Dashboard Management: Fixed issue that prevented the correct handling of Configurable
Values with defined Period Resolutions in the primary/secondary keys of a Series with a
Counter Data Source - it would generate an error instead of returning the required value.

e Dashboard Management: Fixed issue related to the Format Interpretation Rules - Previously,
the “.” character used in a Widget’s Text elements was always considered a number. Now,
there is a check for each “.” character occurrence in a Text element - if it is not considered
a number, it is returned as a value.

e Messagebox Service: Fixed an issue that affected the received message by the device. Some
messages sent by the Back-end would not be received by the target device.

¢ Other Minor Visual Bug Fixes.

MCL-Mobility Platform 1.4.7 Release

Enhancements

e Device Management: Revised “"System” tab of the “Device Details” page - new fields on
device information have been added. The new device information has also originated new
fields in Device History.

¢ GUI: Revised GUI of several modules/sub-modules for visual consistency (ex: header style
of several management pages).

Back to Update History

17



H

TECHNOLOGIES Release Notes: MCL'MOb///ty Platform 1.4

Bug Fixes
e Application Management: Fixed issue that prevented the use of PDKs created by MCL-
Designer V3 within MCL-Mobility Platform.

e Configuration Management: Fixed issue that created unexpected content in configurations
that had resources deleted from them.

e Deployment Management: Fixed issues that affected the export of a Deployment List (ex: it
caused incomplete deployment reports).

e Deployment Management: Fixed issue that triggered a deployment when the associated
Deployment Profile contained enabled Cellular-related criteria.

e Development Station Management: Fixed issue that prevented the expected release of the
Dev Station Token.

e Device Management: Fixed issue that caused a crash in the “Device Details” page of a device
with a configuration that was no longer available in the MCL-Mobility Platform account.

e Device Group Management: Fixed issue that prevented the display of the details page of
Device Groups created within a 1.4.5 account.

e Profile Management: Fixed issue affecting the Network related Criteria of a Deployment
Profile — a disabled “Wifi” criterion (in its "Deployment Profile Details” page) would enable all
the other Network Criteria.

e Site Management: Fixed issue that affected the creation of a Site with an “Acceptance”
qualification — the site’s “"Time Period” tab would not list the Time Period profiles correctly.

e Site Management: Fixed issue, at account level, that occurred when trying to delete a site
with entities. The Site would not be deleted (expected behaviour) but there was no
information to explain why - now, there is an error message.

e Speech Profile Management: Fixed issue that prevented the creation of Speech Operators
with a Custom profile in 1.4.4 MCL-Mobility Platform accounts.

e Subscription Sub-module: Fixed issue affecting the display of the listed subscriptions - it
would duplicate entries.

¢ "Users” Sub-module: Fixed pagination issue that prevented the correct listing of Users in the
Account’s User List when there were Site Managers assigned to several Sites.

e Other Minor Cosmetic Bug Fixes.

e Other Minor Bug Fixes.

Back to Update History
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MCL-Mobility Platform 1.4.6 Release

New Features

e Profile service/Business Analytics service: Added a new profile type to the “Profile” service -
the Time Period profile.
This profile type is managed in the “Profiles” sub-module, at Account and Site level.
It allows you to define specific time periods (such as workdays or shifts) which will be used
by the MCL-Mobility Platform to aggregate the data received by the devices. The data,
grouped by time period, can, then, be displayed in your dashboards (the data management
and display is handled by the Business Analytics service).
This new profile type can be useful, for instance, if you want to perform a shift focused
analysis, instead of simply by day/week/ month.
Ex: You can create a Time Period profile with a time period that represents a work shift that
starts at 22:00 one day and ends at 06:00 the next day. The incoming data associated to
that time frame will be aggregated and you will be able to analyse that specific shift.

Enhancements

e Business Analytics service: Since data can, now, be aggregated according to different time
periods (24-hour days, workdays, specific time periods, etc. defined for each site), dashboard
widgets, such as the Time Chart widget, are also able to display their data grouped according
to UTC or the site’s Local time zone or a defined time period.

e Dashboard Management: Updated error/info/warning messages to include Time Period
profile related information when required by context.

e Dashboard Management: Now, it is possible to define decimal positions for the values
displayed by widgets (in the “Display Mode” drop-down of a widget’s “"Data” tab).

e Dashboard Management: Revised Error Management when Widgets have series with errors.

e Dashboard Management: Now, (except for the Data Table widget) when defining a formula
as a widget’s data source, any empty metric that is used in a formula is considered as having
a “0” value. This way, the formula calculation always results in a number.

e Dashboard Management: Now, the Dashboard includes the date/time information of the
selected site whose data is being displayed. The info is displayed in the Preview Section’s
header or the Dashboard header when it is in Live Mode.

e Dashboard Management: Revised Dashboard module to accommodate the new profile type
- Time Period profile. Ex: Updated drop-down lists to include the time periods defined for a
site - this allows you to view metric data aggregated by specific time periods in a Dashboard.

e Dashboard Management: Revised navigation of certain "Dashboards” module pages.
Ex: Now, clicking an existing Dashboard in the “Dashboard Management” page opens that
dashboard in “Live Mode”.
To access a Dashboard’s details page, check the intended Dashboard in the “Dashboard
Management” page and select the “Edit” option.

e Dashboard Management: Minor Enhancements.
e Back to Update History
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Bug Fixes
e Dashboard Management: Fixed issue that prevented Page Refresh after a Delete Dashboard
operation.

e Counters Management: Fixed issue that could affect the counters when large files of metric
data were sent by devices - it could result into a “the file is too large to hold in memory”
error.

e Dashboard Management: Fixed an issue that exposed exclamation marks in the progress bar
of the Data Table widget.

e Dashboard Management: Fixed issue that prevented data clearing of the primary/secondary
key and the necessary page refresh after changing the counter data source of a widget’s
series.

e Dashboard Management: Fixed several issues that prevented the proper use of the Share
Link feature. Ex: broken links, missing information from the “Share Link” pop-up window.

e Dashboard Management: Fixed issue that affected widgets with static/formula values as data
sources - formulas that referenced other series with configurable values would not be
calculated correctly.

e Dashboard Management: Minor Bug Fixes.

MCL-Mobility Platform 1.4.5 Release

Enhancements

e Business Analytics: Primary/Secondary Key filtering/aggregation was reviewed.

e Counters: Now, the details page of a counter allows you to check the aggregated metric data
that is received by that counter via the “Inspect Data” option.

e Data Synchronization: The device group's “Primary Server” information has been added to
the regular data exchange/synchronization between device and MCL-Mobility Platform.

e Devices: Now, the "Device Details” page, specifically, the Left Panel, includes a link to the
details page of the device’s current Configuration.

e Devices: Now, if required, devices that are paired/moved into the account/site can be
renamed according to a “device name prefix” defined at account or site level. Ex: If a site
has an enabled device name prefix (*London”), any device that is paired or moved into that
site will have its name replaced with “London <incremental number>",

e Messagebox: Revised breadcrumb navigation within the “Messagebox” module.

¢ Other Minor Enhancements.
e Back to Update History
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Bug Fixes
e Account: Fixed issue related to account migration that prevented the retrieving of the
application’s “"App Code” from the corresponding PDK.

e Application Management: Replaced the use of an application’s name (“"App Name”) with its
code (“App Code”) to identify that application within the MCL-Mobility Platform account (ex:
operator list provided to the devices, configuration description file, storage paths).

e Applications: Fixed issue affecting the download of application packages when using the
Chrome browser - now, the application is downloaded as a package instead of being
displayed as text in a new browser tab.

e Business Analytics: Fixed refresh issues that affected the display of counter metric
information in Dashboards.

e Business Analytics: Fixed an issue that could potentially create duplicated data in the
counters.

e Business Analytics: Fixed an issue in the time scale of the Time Chart widget. It was not
retaining the value specified by the operator.

e Business Analytics: Fixed issue that affected time resolution aggregation.
e Business Analytics: Fixed a locking page issue when saving a shared dashboard link.
e Business Analytics: Primary/secondary keys are no longer case sensitive.

e Dashboards: Fixed an issue that prevented a dashboard from working properly after being
imported into a different account.

e Device Management: Fixed issue related to device names. Previously, when using special
characters ™_" and/or “%"” in the name of several devices within a site, MCL-Mobility Platform
would consider them as having the same name which could cause potential issues.

e Devices: Fixed issue that affected the moving of a large number of devices to another
compatible device group

4

e Devices: Fixed issue that affected the link for the “Last Appl.” option in the “Device Details
page (Left Panel) — previously, when you clicked the link to access the device’s current
application, and there were several version in use, the page crashed.

e Devices: Fixed issue in the “Location” tab of a device’s details page — previously, it did not
display the correct longitude.

e Devices - Fixed link issue in the “"Device Details” page -the link to the device’s device group
is, now, correct.

e Filebox: Added 1.3 compatibility to the Filebox service of 1.4 accounts - now, Filebox can
exchange files with devices running MCL-Agent versions lower than 4.8.

e GUI: User Interface revision to apply visual consistency across the MCL-Mobility Platform
account (ex: applied missing icons, replaced icons to ensure consistency).

¢ GUI: Corrected the tooltip associated to the breadcrumb’s root section.

e GUI: Fixed issue that affected the information provided in the footer — now, the “User Guide”
option provides the correct link.

Back to Update History
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e Operators: Fixed broken link in the “Operator Details” page - the link to the operator’s
application in the page’s Left Panel was not working.

eProduct Activation - Reviewed error messages related to MCL-Designer
activation/association to MCL-Mobility Platform’s development station.

e Product Activation: Fixed issues that prevented MCL-Designer or MCL-Net from being
activated when they were both installed in the same computer and under certain
circumstances.

e Product Activation: Reviewed certain error messages that occur due to MCL-Designer
registration failure.

e Product Activation: Fixed issue related to the “*.mcfg” file during an MCL-Designer pairing
operation - it was not recognized/accepted once a development station was disabled/re-
enabled.

e Site Dashboard: Removed the dependency to Google Charts API to display the Site
Dashboard charts.

e Site Users: Now, the password defined for a site user with a "Filebox User" role cannot
include special characters.

e Speech: Fixed issue that affected certain Voice Logs within the Voice Dialog window (ex:
Hebrew Voice logs).

e Subscription: Fixed issue that prevented the update of the “Subscriptions” page, specifically
the number of listed subscriptions, after the adding of a subscription.

e Other Minor User Interface Fixes.

e Other Minor Fixes.

MCL-Mobility Platform 1.4.4 Release

New Features

e Services: Added the Business Analytics service - this service handles metric information
provided by MCL applications and delivered to the MCL-Mobility Platform where it can be
processed using statistic operations such as “Sum”, “Average”, “Sample Count”, etc., and
stored into counters (managed in the “"Counters” sub-module) and displayed by dashboards,
specifically by the widgets included in the dashboards (handled in the “Dashboards” sub-
module). The Business Analytics Service is managed at account level but the counters and
dashboards are also available for use at site level in the corresponding sub-modules (included
in the “"Business Analytics” module).

Requires MCL-Client and MCL-Agent version 4.9P01 or above.

Back to Update History
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MCL-Mobility Platform 1.4.3 Release

Enhancements

e Homepage: Icon/button renovation (ex: "Deployment Plan” Icon).

e Naming Conventions: Revision of configuration naming rules — Now, configuration names
can ONLY be defined with Alphanumeric and “_" characters in lowercase.

e Minor Visual Enhancements.

Bug Fixes

e Configurations: Fixed an issue in the details page of an archived configuration - previously,
it was possible to plan a deployment for that archived configuration - this is no longer
allowed.

eLog Files: Fixed an issue related to the availability of Device Log Files in MCL-Mobility
Platform by extending their retention period - by default, these log files will only be removed
from your MCL-Mobility Platform account after 15 days.

e Site User Profiles: Fixed visual issue in the Site User’s details page, specifically, in its “"Access
Rights” tab - a horizontal scroll bar was added to the access rights table to improve the
display.

e Fixed Minor Visual Issues.

MCL-Mobility Platform 1.4.2 Release

Enhancements

e Account: Added a new tab in the “"Account Details” page: “Location”.

e Configurations: Reinforced Configuration naming convention. Now, ONLY alphanumeric
characters and underscore are allowed.

e Configurations: Now, the "Show All Versions" filter is also available when creating a
configuration at site level.

e Deployments: Revised the Deployment’s wizard — Now, when scheduling a deployment from
within the “Device Group Details” page, the device group is already pre-selected in the
wizard’s “Target” tab.

e Devices: Improved display of the Device Status in the “"Devices” and “"Device Details” pages.
e Filebox: Improved stability when uploading large Files to Filebox.

e Home Page: Revised Admin and Site Dashboards - Sections and Modules/Sub-modules were
reorganized.

Back to Update History

23



H

TECHNOLOGIES Release Notes: MCL'MOb///ty Platform 1.4

e Messagebox: Improvements in a Topic’s “Activity” tab.
* Now, the Graph’s Captions clearly reflect the meaning of each Series:

v “From Device” or “From Back-End";
v “To Device” or “To Back-End”;
v “Ack Device” or “Ack Back-End”.

= Now, the Graph’s Series can be represented as a Bar or a Line.

e Messagebox: Reduced the chance of Message Duplication.

e Operators: Now, a browser’s AutoFill function is no longer allowed to, automatically,
complete the “Password” field when creating or editing an Operator’s Profile.

e Speech: Improved support for non-latin encodings in the Voice Dialog Viewer.
e Staging: Improved stability of Server Staging (MCL-Net).

e Subscriptions: Now, the account no longer refreshes the subscription at Login. To force a
Subscription to refresh with the license server, navigate to its “"Subscription Details” page.
Otherwise, rely on the account’s automatic Refresh (every 15 minutes).

Bug Fixes

e Applications: Fixed an issue that prevented the application description to be edited.

e Back-end: Fixed an issue that allowed the creation of a new back-end with the same name
as an existing one.

e Configurations: Corrected the order of the listed firmware versions in the Configuration
Wizard.

e Configurations: Fixed an issue that affected the display of a Configuration’s status.

e Configurations: Fixed a potential issue that would prevent the Configuration’s total size to
be correctly displayed in the "Summary” window.

e Configurations: Fixed an issue that blocked the creation of a Configuration when the device
selection list was corrupted in the account database.

e Configurations: Fixed the issue that caused file nhames to be cut when uploaded to the
Configuration’s “"Others” tab.

e Configurations: Fixed the issue of not getting any results when selecting the "show all
versions" filter.

e Configurations: Fixed an issue that would cause delays when accessing a configuration with
large files.

e Deployments: Fixed an issue that blocked the re-deployment of devices that had a previous
“Repair” status.

e Deployments: Fixed an issue that prevented a configuration from deploying when the
associated deployment profile had “External Power” as its Power criterion.

Back to Update History
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e Deployments: Fixed the incorrect display of an error message - previously, changing the
“Mode” filter of the “Deployment Plans” page after having cancelled a deployment would,
incorrectly, generate an error message.

e Deployments: Fixed an issue that affected the “"Deployment Plans” page - after a device was
moved to the Unassigned” group, you could not open the “"Deployment Plans” page.

e Devices: Removed the “Export” button from the “Device History” window. Now, the Reporting
Service can be used for the same purpose.

e Devices: Fixed the issue that prevented moving a device to the Unassigned” device group.

e Devices: Fixed the issue that blocked the site from being exposed in the Device List of the
Admin Dashboard.

e Devices: Fixed an issue that prevented the display of an error message when a platform user
attempted to move a device without selecting a device first.

e Filebox: Fixed an issue that prevented the deleting of files after pressing <F5> following a
“Filebox File Delete” action.

e Filebox: Fixed an issue that cut the File Name when uploading a File with a long name.

e Messagebox: Fixed an issue that prevented the “Activity” tab’s Graph from listing the
Message Acks for both directions when a Topic was not linked to a specific Site.

e Messagebox: Fixed a concurrency issue caused by the handling of back-end connections
which generated “"HTTP 500” responses.

e Messagebox: Fixed multiple issues in the Topic Management APIs.

e Messagebox: Fixed the issue that prevented the “Purge” button from being available when
multiple Topics were selected in the “Topics” page.

e Messagebox: Fixed the issue that led to the incorrect display of the “Purge” button in
“Request” topics.

e Messagebox: Fixed an issue that prevented the “Topics” page from loading properly.

e Messagebox: Fixed an issue that prevented the display of hundreds of thousand messages
in the “Activity” tab’s Graph.

e Operators: Fixed an issue that prevented the Default Speech Profile settings to be correctly
applied to new Operators.

e Remote Control: Fixed inconsistencies between the “"Device Details” page and the “Devices”
pages regarding the status of a Remote Control session.

e Session Management: Fixed the issue that caused a wrong redirection in case of loss of
session.

e Sites: Fixed an issue that could, potentially, prevent the correct display of an error message
when trying to delete a site containing other entities.

e Sites: Fixed an issue that prevented the download of the Technical Profile file from the “Site
Details” page.

Back to Update History
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e Staging: Fixed an issue that prevented the staging, via manual pairing, of all devices
authorized by the subscription.

e Staging: Fixed an issue that affected Servers and Development Stations when providing a
wrong Staging File (“.mcfg”).

e Other Minor Stability Fixes.

e Other Minor User Interface Fixes.

MCL-Mobility Platform 1.4.1 Release

Enhancements

e Configuration Management: The Configuration wizard has been revised.

e Configuration Management: Now, you can create a generic Configuration, meaning, without
defining a specific device model as the target for the Configuration.

e Development Station Management: Now, a Development Station is linked to the Account or
to one of the account’s Sites and will adopt the Subscription that is associated to the selected
Account/Site.

e Filebox: Now, any files included in the Filebox’s “"Inbox” area that have not been updated for
30 days are automatically archived after that time period.

e Home Page: Reorganized Admin Dashboard / Site Dashboard.
Ex: New modules/sub-modules, module/sub-module regrouping and various icon changes.

e Pairing: The Manual Pairing operation (via PIN Code) has been revised.
e Pairing: Review of the Automatic, File and Manual Pairing procedures.

e Services Management: Now, MCL provides Libraries to be implemented in the Reporting and
Messaging Services - the previously available Back-end API documentation has been
removed.

e Site Management: Now, the Site Manager/Site Users (with the proper access rights) can
ONLY manage the Applications and Configurations that were added/created within their own
Site. It is NOT possible to share them with other Sites.

e Site Management: Now, the Site Manager/Site Users (with the proper access rights) can
access the Servers and Development Stations that are assigned to their own site in the
corresponding sub-modules included in the new “Stations” module.

e Staging: Now, the Staging operation supports JWT Authentication.

Bug Fixes

e Account/Site Navigation: Fixed multiple Selection issues.
e Account/Site Refresh: Fixed potential Auto-Refresh issues in certain pages.
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e Deployment Management: Fixed an issue that prevented a Deployment from starting when
associated to a valid Deployment Profile.

e Deployment Management: Fixed an issue that prevented Devices from receiving a
Deployment when their Device Group’s name had recently been edited.

e Deployment Management: Fixed issue that prevented the “re-deployment” of a Configuration
onto a Device that was added to the target Device Group (ex: a device back from repair or
a newly added one).

e Deployment Management: Fixed inconsistencies about Status Info in a Deployment’s Details
page.

e Device Management: Fixed an issue in a Device’s name that prevented the user from adding
new Devices to a Site.

e Device Management: Fixed an issue that prevented a Device from receiving a Configuration
when its Status changed from “Repair” to “Enabled”.

e Device Management: Fixed potential issue that led to info discrepancies in the newly added
Device’s Details page. Ex: When adding an MC67 WM device to the device list, its details
page would refer the wrong model and wrong associated device group in the left panel.

e Device Management: Fixed issue that prevented the deletion of Devices.

e Last Activity section: Activity Log was revised so the “Speech Profile custom profile updated”
entry does NOT constantly appear in the “Last Activity” section.

e Licensing: Fixed issues regarding the availability of the MCL-Client License Units.

e Licensing: Fixed issues related to the MCL-Mobility Platform Account Activation procedure.
e Log Management: Fixed issues that prevented the manual deletion of Log Files.

e Map/Location: Fixed Site/Device Location accuracy issues.

e Operator Management: Fixed issues concerning the Logged In/Logged Out status of Speech
Operators.

e Pairing: Fixed an issue that prevented a previously paired Device to be paired into another
Site.

e Profile Management: Fixed a Refresh Page Content issue after the creation of a new
Deployment/Wifi/Cellular Profile.

e Qualification: Fixed minor qualification issues (ex: The list of certain drop-downs was NOT
filtered according to the qualification of the related elements).

e Remote Control: Fixed a potential issue that prevented the Remote Control Session to end
properly.
e Site Management: Fixed issue that duplicated entries in a Site’s Languages List.

e Services: Fixed issue that prevented the archiving of Files after being downloaded by a Back-
end.

e Other Minor User Interface Fixes.

Back to Update History

27



H

TECHNOLOGIES Release Notes: MCL'MOb///ty Platform 1.4

MCL-Mobility Platform 1.4.0 Release

New Features

e Deployment Profiles: You can create a Deployment Profile with the preferred criteria to
trigger a deployment. Ex: The deployment is ONLY triggered if the devices in the target
device group obey the defined network conditions, device power levels, etc. as they
communicate with the account.

e Network Profiles: You can define Cellular and/or Wifi Profiles to regulate the communication
between the Devices and the MCL-Mobility Platform.

e Pairing: It is possible to pair a Device via a QR Code (Android devices ONLY) or a specific

File to a specific Device Group. It is also possible to use a paired Device with NFC to associate
an unpaired device with NFC to the same Device Group (Android devices ONLY).
Ex: If you want to pair an Android device to a specific device group, go to that device group’s
details page, generate a QR Code with the device group’s info and have the unpaired Android
device read the QR Code. You can also generate a file with the same info, instead, and install
it in the unpaired device (this option is available for both Android and Windows devices).

e Qualification: The Qualification feature links entities (sites, applications, configurations and
profiles) with a compatible purpose/development stage. There are 4 possible qualifications
- Production; Acceptance; Test and Development.

Ex: Sites with a "Production” qualification ONLY have applications, configurations and profiles
with the same qualification, at their disposal.

e Services: Added the Messagebox Service — this service allows your mobile applications to exchange
messages with a back-end via specific queues (named topics) within a site.
The Messagebox Service can be managed at account or site level in the corresponding sub-
module (included in the “Services” module).

e Staging: You can use a QR Code (Android devices ONLY) or a specific file to provide the
necessary configurations and have them configured in the target device(s). If your devices
have NFC, you can use a device with the intended configurations to provide that information
to the devices you want to stage.

Ex1: You can assign a specific Wifi profile to a specific device group and deliver this new
configuration by having the intended Android devices read the QR Code you generated
within the edited device group. Instead of the QR Code, you can generate a file with the
same information and install it in the devices (this option is available for both Android and
Windows devices). Once the device reads the QR Code or runs the installed file, it will
adopt the new settings.

Ex2: If you want to move a paired Android device to another device group, go to the
target device group’s details page, generate a QR Code with the corresponding info and
have the Android device read the QR Code. You can also generate a file with the info on
the target device group, instead, and install it in the device.
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Enhancements

e Account Management: Now, the Account Administrator can manage Applications,
Configurations and Deployments in the new “Applications” module in the Admin Dashboard’s
Control Panel.

e Deployment Management: Now, you can deliver a Configuration to several targets,
simultaneously, with only ONE Deployment, managed from the Admin Dashboard - a Multi-
Site type Deployment.

e Home Page: Reorganized Admin Dashboard / Site Dashboard.
Ex: New sub-modules.

e Map/Location: Improved/simplified Site and Device location information.

Bug Fixes

e Deployment: Fixed issues that prevented the scheduling of a Deployment in the Device
Group’s sub-module.

e Navigation: Fixed issues in the use of certain Header Buttons such as Edit, Change Status,
Move, so they have the same behaviour regardless of the used browser.

e Operator Management: Fixed issue that prevented the device from identifying newly created
operator profiles.

e Speech Management: Fixed issue that switched the availability of the Speech Resources. Ex:
The TTS related options would provide an ASR language list instead of the correct TTS
language list.

e Other Minor User Interface Fixes.
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